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cryptographic algorithm is also called as a cipher or a block
cipher is a sequential process of mathematical operations used
to encrypt and decrypt information [2]. There are basically
two process of a cryptographic algorithm: (i) Encryption (ii)
Decryption

ABSTRACT
Today more and more sensitive data is stored digitally.
Bank accounts, medical records and personal emails are
some categories that data must be kept secured. In modern
days consumer electronics wireless communications is a
one of the fastest growing sector. The specified security
layer of wireless communication protocols provides high
level strength. The security layers of these wireless
protocols require encryption algorithms to provide
transmission security. For this reason designing low power
RC5 block cipher has emerges as one of the valuable
requirements in portable and wireless applications. RC5
block cipher is based on RC5 encryption algorithm. In this
paper, ASIC design and implementation of optimized low
power RC5 block cipher has been proposed considering
the various aspects such as speed, area and power
consumption. Various optimization techniques such as
pipelining, resource-sharing and loop wrapping are
employed to optimize the design. The parameter of RC5
Encryption algorithm taken are word (w) = 32, round (r) =
4 and key (k) = 128. The simulation is done on Aldec
Active HDL. For ASIC Design synthesis is done on
Cadence RTL Compiler and physical design is done on
Cadence SOC Encounter. ASIC Design ensures very high
throughput for RC5 Block Cipher.

Encryption is a process of encoding input data in
such a way that only authorized user can read the data.
Encryption does not prevent the hacking of data but it reduces
the likelihood that opponent will be able to read the data that
is encrypted. Decryption is just a reverse operation of
encryption in which encrypted data will be decrypted by
authorized user.
II. BACKGROUND
RC5 block cipher is designed by Ronald Rivest in
1994.RC stands for "Rivest Cipher". It is also known as "Ron's
Code"[3].It is based on RC5 encryption algorithm. RC5 block
cipher is a symmetric block cipher which means same
cryptographic key will be used for both encryption and
decryption [4]. RC5 encryption algorithm is suitable for both
software & hardware implementation. A novel feature of RC5
encryption algorithm is the very heavy use of data-dependent
rotations. Due to variable parameter this algorithm is adoptable
to different word length processor. The parameter of RC5
encryption algorithm is chosen according to requirement of a
particular application. RC5 is a family of encryption
algorithms determined by three parameters, as follows [5]:

Keywords: RC5 Encryption algorithm, pipelining, resource
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Table 1: Parameters of RC5 Encryption algorithm

I. INTRODUCTION
Cryptography describes a process of encrypting
information its meaning is hidden from those user who are not
authorized to decrypt the information [1]. Cryptography is
used as one of the basic counter measures against system
attacks. The cryptography is basically used provide to
communication between two people to communicate over a
communication channel in such a way that an unauthorized
person cannot understand what is being communicated. Data
confidentiality, authentication, non-repetition and data
integrity are some of the main parts of cryptography. A
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Parameter

Definition

Acceptable values

w

Word size in bits.RC5
Encrypts 2-word
blocks.

16,32,64.

r

Number of rounds

0,1,2………255

b

Number of 8-bit bytes
in the secret key K

0,1………..255
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S[0]=Pw;

A. Basic RC5 Block Cipher architecture
In RC5 block cipher there are basically three
routines: key expansion, encryption, and decryption [5, 6].
The key-expansion routine expands user secret key K to fill a
key table whose size depends on the selected value of r. Then
both encryption and decryption routine uses this same key
table. There are basically three types of primitive operations in
an encryption routine: modulo addition, bitwise XOR and
variable cyclic rotation. The anomalous simplicity of RC5
encryption algorithm makes it easy to implement and analyze.
The massive use of data-dependent cyclic rotations is
responsible for high level of security of RC5 block cipher. The
different types of cryptographic analysis are carried out with
the help of data-dependent rotations.

For i=1 to t-1 do
S[i]=S[i-1]+Qw
Step 3: Mix K in three passes over the S and L. Since
there is a potentially difference in the sizes of S and L, the
larger array will be processed three times and the smaller
array may be processed more numbers of times.
The pseudo code for this is given below
i=j=0;
A=B=0;
do 3*max(t, c) times:
A = S[i] = (S[i] +A+B) <<<3;
B = L[j] = (L[j] +A+B) <<< (A+B);
i = (i+1) mod (t);
j= (j+1) mod(c);
Where i and j are counters, A and B are temporary registers.
C. Encryption Algorithm

Figure 1: The main units of RC5 crypto system

Input to encryption block is 2w length plaintext stored
in two registers A and B, output of this block is 2w length
ciphertext. Below figure shows the encryption operation

B. Key expanding algorithm
The key expansion routine expands the user input
secret key K to fill the sub key generation array S so that S
constitutes an array of length t = 2(r +1) words to get sub keys
from S[0] to S[t-1][5, 6]. The two magic constants are used in
key expansion algorithm. It is consists of three simple
algorithmic parts. The value of two magic constants is as
follow:

Pw = Odd ((e -2)2w)
Qw = Odd (( -2)2w)

------------- (1)
------------- (2)

Where
e = 2.718281828459…… (Base of natural logarithms)
….. (Golden ratio)
Step 1: Copy the K [0….b-1] into an array L [0….c-1] of c=
[b/u] words, where u=w/8 is the number of bytes/word. The
pseudo code that achieves the same effect with the assumption
that all bytes are unsigned and that array L is initially zeroed.
For i=b-1 down to 0 do
Figure 2: Encryption operation

L[i/u]= (L[i/u]<<<8)+K[i]

The pseudo-code for encryption is given as [4, 5]

Step 2: Initialize S to a particular fixed pseudo-random bit
pattern, using magic constants Pw and Qw.

A =A + S[0];
B = B + S[1] ;

The pseudo code for this is given below
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For i = 1 to r do
A = ((A xor B) << B) + S[2 * i] ;
B = ((B xor A) << A) + S[2*i] ;

III PROPOSED OPTIMIZATION TECHNIQUES
In VLSI Design, a designer has total control on
hardware. Because of this optimization of design with respect
to area, speed and power takes prime importance. In this paper
following techniques are proposed to optimize the design with
respect to area, speed and power:

D. Decryption Algorithm
Input to decryption block is 2w length ciphertext
stored in two registers A and B, output of this block is 2w
length plaintext. Below figure shows the decryption operation:

A. Pipelining
Pipelining is a process of increasing resource
utilization and to increase the throughput of a design [8]. This
technique is commonly used to increase the speed of operation
of datapaths in digital processors. For RC5 block cipher
pipelining technique is applied to both encryption and
decryption operation.
For pipelined implementation of encryption output of
one round is stored in one intermediate register and output of
this register works as input to the next round. Input to
encryption block is 2w length plaintext stored in two registers
A and B, output of this block is 2w length cipher text.

Figure 3: Decryption operation
The pseudo-code for decryption is given as [5, 6]
For i = r down to 1:
B = ((B – S[2i + 1]) >>> A) ⊕ A ;
A = ((A – S[2i]) >>> B) ⊕ B ;
B = B – S[1] ;
A = A – S[0];

Figure 4: Pipelined Encryption

E. Basic Operations & their Notations in RC5 block cipher

Decryption is just the reverse operation of the
encryption. For pipelined implementation of decryption output
of one round is stored in one intermediate register and output
of this register works as input to the next round. Input to
decryption block is 2w length cipher text stored in two registers
A and B, output of this block is 2w length plaintext.

There are three basic operations (and their inverses)
with their notations are used in RC5 block cipher [7].


The modulo-2^w addition is the sum of words in
two’s complemented form, denoted by “+”.The
modulo- 2^w subtraction is it’s inverse operation,
denoted “-“.




Bit-wise exclusive –OR of words, denoted by
.
A left-rotation of words: the left cyclic rotation of
word x by y bits is denoted x<<<y. While the inverse
operation is right cyclic rotation, denoted by x>>>y.

Most of the modern day processor supports these
operations. The rotation operators are only nonlinear operators
in RC5 block cipher. The cryptographic properties of datadependent rotations are responsible for the strength of RC5
encryption algorithm.
Figure 5: Pipelined Decryption
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B. Resource-sharing

IV. SIMULATION & IMPLEMENTATION RESULTS

If in a two different parts of design are operated at
different time and they uses same input resources then
resource-sharing is a good choice to save the resources which
in turn reduces total area of a design. In this proposed design a
common module is used for both encryption and decryption
block. This increases hardware efficiency of the design [9].

The simulation is done using Aldec Active HDL. For
ASIC Design synthesis is done on Cadence RTL Compiler
using Faraday’s 180 nm technology library file and physical
design is carried out on Cadence SOC Encounter. The plain
text is given as input of encryption core and cipher text is
obtained. This cipher text is given as input of decryption core
and plain text is obtained. RTL schematic of various modules
from Cadence RTL Compiler is given below:

Since structural modeling is used in Verilog HDL which
instantiate encryption or decryption module according to
encrypt pin. If encryption pin is high encryption module is
called and when encrypt pin is low decryption is called using
same registers in design.

Figure 6: Resource-sharing implementation for RC5
Block Cipher
C. Loop wrapping
In digital circuit design, critical path is path that may
cause setup or hold violation. In the proposed design, critical
path exists between key input and output of sub key
generation stage. This critical path also decides clock period
of a design. So it will be fruitful to divide sub key generation
stage in more than one clock cycle. This sub key generation
stage is used only once when new user secret key is applied.

Figure 9: RTL View of Encryption operation

In Verilog HDL for proposed design, for loop is used
for sub key generation stage which runs 30 times for value of
r=4.Without application of clock this sub key generation
module is designed as a cascading of set of identical modules.
This for loop can be wrapped into single module with clock
signal and enable input. This enable input remains high over
required number of clock cycles till the sub key generation
stage is completed. With this technique there is significant
reduction in area of the design.

Figure 7: Cascading of identical modules

Figure 10: RTL View of Decryption operation
For RC5 Block Cipher without pipelined architecture output is
obtained after 2 clock cycles and with pipelined architecture
output is obtained after 8 clock cycles. Thus latency is
introduced with the application of pipelining but throughput is
increase by quite a large margin which is the essential
requirement.

Figure 8: Wrapping of n module into single module
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Figure 11: Optimized RC5 Block Cipher Encryption Operation

Figure 12: Optimized RC5 Block Cipher Decryption Operation
The physical design results from Cadence SOC Encounter are
given below:

Figure 15: Placement of standard cells
Figure 13: Floor Plan

Figure 14: Power Plan

Figure 16: Clock connection to different blocks

39

KIET IJCE

KIET International Journal of Communications &Electronics
Volume. No. 2, Issue No. 2, July – Oct 2014, ISSN: 2320 – 8996
transmission security application, by increasing the RC5
encryption algorithm parameter values it is possible to make it
suitable for more number of applications such as ATM cards
and electronic commerce.
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Figure 17: RC5 Routing details
Various reports generated by Cadence SOC Encounter are
given below:
Architecture
Without
pipelining
With pipelining

Gates
62116

Cells
11996

75502

15360

Area
582300.2
um2
707785.9
um2

Table 2: Area Report
Architectu
re
Without
pipelining
With
Pipelining

Internal
power(n
w)
36.09

Switching

power(n
w)
120.8

Leakage
power(n
w)
0.001533

Total
power(n
w)
156.9

43.91

141

0.002109

184.9

Table 3: Power Report
Architecture
Without pipelining
With pipelining

Throughput
5.5 Gbps
10.86 Gbps

Table 4: Timing Report
V CONCLUSION
In this paper, the RC5 block cipher in ASIC Design
approach with some optimization techniques to optimized
area, power and speed is implemented. The simulated
waveforms for the different values of key and inputs are
observed so that it provides high security when suitable value
of parameter is selected according to requirement of a
particular application. With the application of pipelining
latency is introduced but throughput is increased by a
significant margin. The proposed design is mainly used for
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